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KDUDVV DQG KXPLOLDWH WKH RUJDQL]DWLRQ RU
LQGLYLGXDO9DULRXVWRROVDUHXVHGWRSHUIRUPGR
[LQJ7TRROVVXFKDV 0DOWHJR YLVXDOL]H
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HQWLUHLQIRUPDWLRQDWRQHJRORVWRIWKHVHWR
ROVKDYHWREH
XVHGVHSDUDWHO\WRFROOHFWWKHLQIRUPDWLRQ
2IWHQWKHILQGLQJV DQG UHVXOWV REWDLQHG
XVLQJ GLIIHUHQW WRROV KDYH WR EH
FRQVROLGDWHGWRJHWDEHWWHUXQGHUVWDQGL
QJEHIRUHODXQFKLQID
GR[LQJDWWDFN7RROVOLNHODOWHJRIDFLOLWDWH
WKLVE\RUJDQL]LQJ

0DOWHJRLVDQRSHQVRXUFHWRROZKLFKJDWKHU
VLQIRUPDWLRQ
[TURPRSHQVRXUFHV>@,WZRUNVRQ*WUDQVIRUPV D
QG*HQWLWLHV"
ZKLFKDUHV\QRQ\PRXVWR*TXHULHV 'DQG*REMHFWV
JUDQVIRUPV DUH FRGH VQLSSHWV JHQHUDOO\
ZULWWHQ LQ 3\WKRQ DQG FDQ EH PRGLILHG WR
VXLW WKH QHHGV RI D XVHU 2IWHQ WKH LQEXLOW
WUDQVIRUPV RI 0DOWHIR IXQFWLRQ E\ VFDQQLQI
SRSXODURU OLPLWHGVRFLDOPHGLDVLWHV
$VVXFKQHZWUDQVIRUPVFDQEH  FRGHG  DQG
LQWHJUDWHG ZLWKLQ WKH 0DOWHJR IUDPHZRUN
WR  LGHQWLIN  FULWLFDO  LQIRUPDWLRQ
DYDLODEOH RQ RWKHU VLWHYV )RU LQVWDQFH LI DQ
RUJDQL]IDWLRQ ZDQWV WR NQRZ ZKDW DOO
FULWLFDO LQIRUPDWLRQ LV DYDLODEOH RQ D
SDUWLFXODU ZHEVLWHVXFK DV *UDYDWDU ZKLFK
LV QRW VFDQQHG E\ LQEXLOW WUDQVIRUPV RI
0DOWHJRWKHRUJDQL]DWLRQFDQDGGRUPRGLI\WUD
QVIRUPVRU TXHULHVIRUWKHZHEVLWH

7KH PDLQ FRQWULEXWLRQ RI WKLV SDSHU LV
LGHQWLILFDWLRQ RI OLPLWDWLRQV RI GR[LQJ

WRROV VXFK DV 0DOWHIJR WKURXIJK
H[SHULPHQWDO DQDO\VLV DQG SULPDULO\IRFXV RQ
PHDVXUHV E\

ZKLFKDQRUJDQL]DWLRQFDQSURWHFWLW VHOIIURP
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GR[LQIDWWDFNV ,Q DGGLWLRQ WKLV SDSHU DOVR
GLVFXVVHV EULHIO\ SURSRVHG QHZ WUDQVIRUPV
ZKLFK FDQ KHOS WKH RUJDQL]DWLRQ WR LGHQWLI\
DQG
DZDUHLW VHOIRIFUXFLDOLQIRUPDWLRQDYDLODEO
HSXEOLFO\

7KH UHPDLQLQJ VHFWLRQV RI WKH SDSHU DUH

RUJDQL]HG DV

IROORZV,Q6HFWLRQ,,WKHUHODWHGZRUNVDUHGLV
FXVVHG6HFWLRQ ,, SUHVHQWV PHWKRGRORJ\
ZKLOH 6HFWLRQ ,9 GLVFXVVHV OLPLWDWLRQV RI
0DOWHIJR WUDQVIRUPV DQG SURSRVHV VROXWLRQ
WR
SURWHFWRUJDQL]DWLRQIURPGR[LQIDWWDFNV7KH
FRQFOXVLRQDQG
[XWXUHZRUNDUHSUHVHQWHGLQ6HFWLRQ9

,,5(/87(:25.

Q >@ GR[LQJ LV GHILQHG DV D PRGH RI
2SHQ6RXUFH ,QWHOOLJHQFH26,17 >@ DQG LV

[UDPHZRUNWRSURYLGHH[SORUDWLRQDQGUHDFWL
RQWRDSKLVKLQJ
FDPSDLJQ7KLVUHVHDUFKDLPVWRFRPHXSZLWKDQH
ZVRIWZDUH WKDW FDQ EH XVHG WR DQDO\H
SKLVKLQJ FDPSDLJQV VR DV WR SURYLGH XVHIXO
LQIRUPDWLRQ RQ FRXQWHUPHDVXUHV UHODWHG
WR SKLVKLQJ DWWDFNV 7KH DXWKRUV RI WKLV
SDSHU ILUVW FUHDWH D
VDPSOHVFHQDULRZKHUHLQSKLVKLQJDWWDFNLVG
HSOR\HGORFDOO\
RQDPDFKLQH7KHQXVHIXOLQIRUPDWLRQLVFROOHF
WHGIURPWKH
KXJHYROXPHRIGDWDIJDWKHUHGIURPDSKLVKLQIFD
PSDLIQ7KH SDSHU DOVR SURYLGHV XVHIXO
LQIRUPDWLRQ RQ FRXQWHUPHDVXUHV
UHODWHGWRWKLVSKLVKLQIDWWDFNDQGGLIIHUH
QWW\SHVRISKLVKLQJ
DWWDFNV7KHUHVHDUFKH[SODLQVKRZ0DOWHJRIU
DPHZRUNZRUNV
LQFDVHRISKLVKLQJIDWWDFNVDQGKRZWUDQVIRUP
VFDQEHXVHGWR
FROOHFWLQIRUPDWLRQ7KHODOWHJRIUDPHZRUNIR
UWKLVUHVHDUFK ~SURYLGHV D PHDQV RI
H[SORULQJ DQDO\]LQ] FRUUHODWLQJ  DQG
UHDFWLQJ] WR  SKLVKLQJ  FDPSDLJQV  E\
LOOXVWUDWLQJ UHODWLRQVKLSV  EHWZHHQ
DFWRUV LQ D SKLVKLQJ FDPSDLIQ GHULYLQJ
XVHIXO LQIRUPDWLRQ IURP H[LVWLQJ GDWD DQG
IDFLOLWDWLQJ UHVSRQVH
PHFKDQLVPV7KHJLYHQIUDPHZRUNDOVRSURYLGHV
WKHDELOLW\WR
LQWHJUDWHH[LVWLQJVROXWLRQVLQWRWKHIUDP
HZRUNWKURXJKWKHXVH
RIGLUHFWRU\PRQLWRULQJZKLFKPHDQVWKDWWKH
SURMHFWKDVWKH SRWHQWLDO WR SHUIRUP

XVXDOO\ FRQVLGHUHG DQ
DGYDQFHGSHUVLVWHQWWKUHDW26,17LQYROYHV
WKHFROOHFWLRQRI SHUVRQDOO\ LGHQWLILDEOH
LQIRUPDWLRQ3,, DYDLODEOH SXEOLFO\ DERXW DQ\
RUJDQL]DWLRQ DQG XVLQJ WKLV LQIRUPDWLRQ IRU
KDUDVVLQJEODFNPDLOLQJRUKDFNLQJSXUSRVHWRJ
DLQUHYHQJH ILQDQFLDO EHQHILW RU RWKHU
FDXVH 7KLV SDSHU IRFXVVHV RQ FUHDWLQJ
DZDUHQHVV DERXW WKH ULVNV LQYROYHG DQG
LPSDFWV RI
GR[LQJDQ\LQGLYLGXDORURUJDQL]DWLRQ,WSUHVH
QWVWKHQHHGRID
ULVNPRGHOWRPLWLIDWHWKHHIIHFWVRIGR[LQJDQ
GVXJJHVWVDQ ,62,(& ULVN PRGHO ZKLFK FDQ EH
LQWHJUDWHG LQWR DQ RUJDQL]DWLRQYV ULVN
PDQDJHPHQW IUDPHZRUN 7KH UHVHDUFK
DOLJQVWKHGRPDLQVRI,62,(&,606&RQWUROVZLWKW
KH

SURSRVHGULVNPRGHODVVKRZQLQ7DEOH,,

FHQWUDO UROH ZLWKLQ DQ DQWLSKLVKLQJ
VA\VWHP
10, 0(742'2/2%<

A. Assessment of Maltego and Its Transforms

B. Identifying the Limitations of Maltego Transforms by
Searching for Missing Links in Information Gathered in A

7KLV SKDVH LQYROYHG 6HDUFKLQJVFDQQLQJ IRU
XVHIXO
LQIRUPDWLRQRQVLWHVQRWVFDQQHGE\0DOWHIJRW
UDQVIRUPVDQG LGHQWLI\LQJ PLVVLQJ OLQNV W
DOVR LQYROYHG XQGHUVWDQGLQJ
IXQFWLRQLQJRIWUDQVIRUPVLQ3\WKRQDQGGLVFRY
HULQJORRSKROHV
RUOLPLWDWLRQV7KLVSKDVHDOVRVXJJHVWVQHZW
UDQVIRUPVZKLFK FRXOG KHOS WKH
RUJDQL]DWLRQ WR GHWHFW XVHIXO LQIRUPDWLRQ
SUHVHQWRQVRFLDOPHGLDVLWHVLQDGYDQFH

C. Understanding How an Organization Can Protect Itself
from Doxing Attacks
7KLVSKDVH DQDO\JHV DQGSURYLGHV PHDVXUHV
DV WRKRZ DQ
RUJDQL]DWLRQFDQSUHYHQWLWVHOIIURPGR[LQJD
WWDFNV

,9/,0,7$7,2162)'2;,1*722/6$1'352326('62/87,21

A. Limitations of Maltego Chlorine CE 3.6.0

0DOWHJR &KORULQH &( YHUVLRQ LQFOXGHV
WUDQVIRUPV
ZKLFKFRYHUVRFLDOQHWZRUNLQJVLWHVOLNH=+)DF
HERRN7ZLWWHU RU KDVKWDJV 7KHUHIRUH LW
VFDQV RQO\ WKHVH OLPLWHG VLWHV IRU
JDWKHULQJLQIRUPDWLRQ,WGRHVQYWLQFOXGHLQE
XLOWWUDQVIRUPVWR VFDQ RWKHU SRSXODU
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VRFLDO PHGLD ZHEVLWHV VXFK DV + 6N\SH
,QVWDJUDP <DKRR RU LQ IDFW <RX7XEH ,Q
DGGLWLRQ LQEXLOW WUDQVIRUPV DYDLODEOH
ZLWK  ODOWHJR  &KORULQH  &( IRU
VFDQQLQIIURPSRSXODUVLWHVVXFKDV)DFHERRND
UHOLPLWHGLQ WKHLU IXQFWLRQDOLW\ 7KHVH
WUDQVIRUPV GR QRW SURYLGH WKH
IROORZLQJIHDWXUHV
1SHWXUQLQJ)DFHERRNSURILOHE\HPDLO
1 6HDUFKLQJ )DFHERRN SURILOH E\ D FRPELQDWLRQ
RIDOLDV
SHUVRQQDPHFRPSDQ\QDPHFLW\FROOHJHDJHRUZHE
VLWH
0
SHWXUQLQIGDWDDERXWD)DFHERRNXVHUI
URPWKHSDVVZRUG UHFRYHU\SDJH
7 (WUDSRODWLQJ VHDUFK E\ FRPELQLQJ
UHVXOWV IURP RWKHU
XVHIXOSRSXODUVLWHVVXFKDV*UDYDWDU
1 6HDUFKLQJIRUVLPLODU KDVKWDJVZLWKLQ
)DFHERRNYV VRFLDO QHWZRUN
$SDUWIURPWKLVODOWHIRWUDQVIRUPVGRQRWVF
DQRWKHUZHOO SRSXODU VLWHV VXFK DV
,QVWDJUDP 7UDQVIRUPV GR QRW UHWXUQ
UHVXOWVEDVHGRQ,QVWDJUDPSURILOHQRUGRWKH
\VHDUFKIRUWKH
XVHULQ,QVWDJUDPVRFLDOQHWZRUN$SOVRWKH\GR
QRWVFDQIRUD SHUVRQRUHQWLW\RQ*RRJOHSOXV
0DOWHIR &KORULQH &( UXQV WUDQVIRUPV RQ D
VLQJOH HQWLW\HJ IDPH ,3 DGGUHVVHV HWF W

FDQQRW WDNH D
FRPELQDWLRQRIHQWLWLHVVXFKDVQDPHDQGORFD
WLRQ,WGRHVQIW  FRPH  ZLWK  LQEXLOW

WUDQVIRUPV ZKLFK DOORZ WUDQVODWLRQRU
FRQYHUVLRQ EHWZHHQ WZR ODQJXDJHV 0DOWHJR
WUDQVIRUPV GR
QRWKHOSLQSUHGLFWLQJKRZYXOQHUDEOHDZHEVL
WHLVWRDWWDFNVRU
YXOQHUDELOLWLHVVXFKDV+HDUWEOHHG7KHVH
WUDQVIRUPVDOVRGR
QRW\LHOGDQ\LQIRUPDWLRQRQWKHSULYDF\VHWWL
QJVRIDSURILOH 7KH WUDQVIRUPV DOVR GRQIW
WHOO DQ\ LQIRUPDWLRQ UHODWHG WR
JHRORFDWLRQRIDQ\REMHFW

0DOWHJRGRHVQRWDOORZWKHXVHRIWUDQVIRUP
VWRH[WUDFWDQ\ SDUWLFXODU LQIRUPDWLRQ IURP
D FRPSDQ\V SURILOH 0DOWHJR GRHVQYJW DOORZ WR
VHDUFK ZLWKLQ WKH FRPSDQ\ WKH QDPH RI D
SDUWLFXODU HPSOR\HH ,W GRHV QRW KDYH
LQEXLOW WUDQVIRUPV WR H[WUDFW HPDLOV
SKRQH QXPEHUV RU QDPHV RI SHUVRQV IURP D
GRFXPHQWWH[W

7KLV SDSHU KLJKOLJKWV VRPH RI WKH
OLPLWDWLRQV RI GR[LQJ
WRROVVXFKDVODOWHIRDQGSURSRVHVQHZWUDQV
IRUPVZKLFKFDQ KHOS RUJDQL]DWLRQV WR NQRZ

WKH XVHIXO RU FRQILGHQWLDO LQIRUPDWLRQ
DYDLODEOH SXEOLFO\ $V VXFK WKHVH VLPSOH
EDVLF WUDQVIRUPV FDQ EH IXUWKHU
LOQWHJUDWHG LQWR D ODUJH IUDPHZRUN
XVHGE\RUJDQL]DWLRQVDQGFRQWULEXWHVXFFHV
VIXOO\LQDFKLHYLQJ WKH JRDOV RI SUHYHQWLQJ
GR[LQJ DWWDFNV )XUWKHU WHVWLQJ RI
WKHVHWUDQVIRUPVPRGXOHVOHDGVWREHWWHUX
QGHUVWDQGLQJRIKRZ WKHVH WRROV FDQ EH
DFWXDOO\ XVHG E\ RUIDQL]IDWLRQV WR SURWHFW
WKHPDJDLQVWGR[LQIDWWDFNV

B. How Organizations Can Protect Themselves from Doxing
Attacks

$ VLQJOH WRRO GRHV QRW SURYLGH HQWLUH
LQIRUPDWLRQ ,Q DGGLWLRQ WRROV VXFK DV
0DOWHIJR PDNHV XVH RI LQEXLOW
WUDQVIRUPVWRGR[LQIRUPDWLRQ(YHQLIDKDFNWL
YLVWZDQWVWR
FXVWRPL]JHWKHVHDUFKE\IRUH[DPSOHDFRPELQDW
LRQRIQDPH DJH DQG ORFDWLRQ LWV QRW
SRVVLEOH ZLWK LQEXLOW 0DOWHIJR
WUDQVIRUPV7KHUHIRUHLIDQRUJDQL]DWLRQGHYH
ORSVWUDQVIRUPV
DVSHULWVRZQUHTXLUHPHQWVZKLFKDOORZLQFX
VWRPL]LQIWKH
VHDUFLWZLOOEHDEOHWRDZDUHLWVHOIRIWKHFU
XFLDOLQIRUPDWLRQ DYDLODEOH SXEOLFO\
$FWLRQV DQG SUHFDXWLRQV FDQ DOZD\V EH
WDNHQWRSURWHFWWKLVFRQILGHQWLDOLQIRUPD
WLRQLQIXWXUH
2WKHUFRXQWHUPHDVXUHVWRSUHYHQWGR[LQID
WWDFNVLQFOXGH
Dox Yourself: 8VH WKH WRROV VXFK DV 0DOWHJR WR
ILQG DV
PXFKSXEOLFO\DYDLODEOHLQIRUPDWLRQDVSRVVLE
OHDQGWKHQWDNH
PHDVXUHVWRSURWHFWWKDWLQIRUPDWLRQLILWL
VFRQILGHQWLDO7KH LQIRUPDWLRQ FROOHFWHG
IURP GLIIHUHQW VRXUFHV VKRXOG EH H[DPLQHG
FDUHIXOO\ WR HVWDEOLVK *FRQQHFWLRQV' RU
SOLQNV’ 'R[LQJ DWWDFNV FDQ EH SUHYHQWHG E\

QRW GLVFORVLQI SHUVRQDO
LQIRUPDWLRQRQFKDWURRPVDQGPHVVDJHERDUGV
YRULQVWDQFH

GLVFORVXUHRI)DFHERRN, PLJIKWKHOSWKHKDFNWL
YLVWWRSUHGLFW
WKHVN\SH,'LIWKHXVHUPDLQWDLQVWKHVDPH,'IRU
ERWK7KH
VDPHLVDSSOLFDEOHZLWKSDVVZRUGV7KHUHIRUHL
WY{VDGYLVDEOHWR
GHOHWH DQ\ VHQVLWLYH LQIRUPDWLRQ OHDGLQJ
WR VRPH RWKHU LQIRUPDWLRQ
SWWLPHVWKHUHFRPHVVLWXDWLRQZKHQDQRUJ
DQL]DWLRQPLJKW ZDQW LWV HPSOR\HHV WR KDYH
DFFHVV WR LPSRUWDQW LQIRUPDWLRQ
DYDLODEOHRQZHEVLWHEXWQRWRWKHUV,QVXFKF
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DVHVLW{VEHWWHU
WRDGMXVWSULYDF\VHWWLQJVVRWKDWRQO\FHU
WDLQJURXSVRISHRSOH FDQ VHH WKDW

LQIRUPDWLRQ 7KH VDPH LV DSSOLFDEOH ZLWK DQ
LQGLYLGXDOYV)DFHERRNSURILOHRU/LQNHG,QDFFR
XQW
Defense-in-depth TKLV LPSOLHV KDYLQJ PXOWLSOH
OD\HUV RI
GHIHQVH WR SURWHFW LQWHUQDO QHWZRUNV
ZLWKLQ DQ RUJDQLIDWLRQ
JRULQVWDQFHLIDKDFNHUVXFFHVVIXOO\SUHGLFW
VSDVVZRUGRIDQ LQGLYLGXDO WZRIDFWRU
DXWKHQWLFDWLRQ DQG SDVVZRUG PDQDJHU
FDQSUHYHQWWKHKDFNHUIURPDFFHVVLQJPDLOVH
YHQWKRXJKKH
NQRZVWKHSDVVZRUG,QIDFWVLWHVOLNH*PDLOQR
ZHQFRXUDJH WZR IDFWRU DXWKHQWLFDWLRQ D
SURFHVV LQ ZKLFK QHZ ORJLQ DWWHPSWV QRW
RQO\ UHTXLUH \RXU HPDLO DGGUHVV SDVVZRUG
EXW
DOVRDRQHWLPHFRGHWH[WHGWR\RXUSKRQH,WqVJ
RRGEHFDXVHLW LQFUHDVHV WKH SURWHFWLRQ RQ
HPDLO DQG LQGLFDWHV ZKHWKHU
VRPHRQHHOVHLVWU\LQJWRORJLQWR\RXUDFFRXQ
WRUQRW The Onion Router (TOR):
7KLVFDQEHXVHGDVDVDIHPHDQV
RIFRPPXQLFDWLRQLIDXVHUZDQWVWRPDVNRUFRQF
HDOLWV,3 DGGUHVV RU ORFDWLRQ IURP DQ\RQH
FRQGXFWLQJ D QHWZRUN VXUYHLOODQFH RU
QHWZRUN DQDO\WLV RYHU D FRPPXQLFDWLRQ
FKDQQHO ,WV PDLQ XVH LV WR SURWHFW WKH
SHUVRQDO SULYDF\ RI XVHUV DQG DOORZ WKHP WR
TUHHO\ FRQGXFW FRQILGHQWLDO
FRPPXQLFDWLRQE\NHHSLQJWKHLULQWHUQHWDFW
LYLWLHVIURPEHLQJ PRQLWRUHG
3DVVZRUGPDQDJHUVOLNH/DVWSDVVDUHFRQYH
QLHQWDQGHDV\ WR XVH DQG KHOS VHFXULQJ
SDVVZRUGV 7KHVH H[WHQVLRQV UHPHPEHU DQG
DXWRILOO SDVVZRUGV ZKLFK DOORZ \RX WR
JHQHUDWH PRUH FRPSOH[ SDVVZRUGV ZLWKRXW
KDYLQJ WR ZRUU\ DERXW UHPHPEHULQJ WKHP
$QRWKHU JRRG PHWKRG WR SURWHFW \RXUVHOI
IURP GR[LQJ DWWDFN LV WR FUHDWH IDNH VRFLDO
PHGLD
DFFRXQWVZLWKPXOWLSOHHPDLOVVRWKDWLWPLV
OHDGVWKHKDFNHU
Audit yourself- 6HYHUDO ZHEVLWHYV OLNH 3LSO FDQ
WUDFH WKH
VRXUFH RI LQIRUPDWLRQ EDFN WR WKH RULJLQDO
VRXUFH 7TKHVH
ZHEVLWHVFDQEHXVHGE\RUJDQL]DWLRQWRDXGLW
RQHVHOI Demilitarized Zones (DMZ), Intrusion Detection and
Prevention systems (IDS and IPS): 2UIDQLIDWLRQV FDQ
VHWXS
GHPLOLWDUL]JHG]JRQHVWRLQFUHDVHOHYHORIVHF
XULW\E\VHJPHQWLQIJ

QHWZRUNVLQWRGLIHUHQWVHJPHQWVVXFKDVLQ
WHUQDORUH[WHUQDO
7KLVNLQGRIDUFKLWHFWXUHSUHYHQWVDWWDFNH
UVIURPREWDLQLQJDOO
WKHLQIRUPDWLRQLQFDVHRIGDWDEUHDFK,'6DFWV
DVOD\HURI SURWHFWLRQ WR PRQLWRU QHWZRUN
WUDIILF DQG SDWWHUV WR GHWHFW DWWDEFNV ,36
RQ WKH RWKHU KDQG H[LVWV WR FRPSOHPHQW ,'6
DOHUWVDVLWWDNHVDFWLRQVDIDLQVWDWWDFN
VE\UHMHFWLQJWKHWUDIILF
DOHUWHGE\,'6DVSRVVLEOHDWWDFN
Customizing
Transforms, IDQRUJDQL]DWLRQFXVWRPLJHVWKH
2QFHDQLQIRUPDWLRQJHWVH[SRVHGLQFDVHRIGR][
LQIDWWDEFN
LWIVDOZD\VEHWWHUWRPLQLPLJHGDPDJHDQGUHIJD
LQFRQWUROE\
WDNLQJGHIHQVLYHVWHSV,W{VDOZD\VEHWWHUWR
NQRZDWWDFNHUVLQ DGYDQFH E\ IRU H[DPSOH
VHWWLQJ XS KRQH\SRWV RU ZHEVLWHV
ZKHUHLQHQWU\RIXQDXWKRULJHGXVHUVFDQEHGH
WHFWHG

9&21&/86,216$1')8785(:25.

'R[LQIFDQKDYHDQLPSDFWRQUHSXWDWLRQRURQ
FRPSHWLWLYH DGYDQWDIHV RI WKH GR[HG
RUJDQL]DWLRQ )XUWKHUPRUH GR[LQJ FRXOG OHDG
WR IXUWKHU HVFDODWLRQV OLNH KDFNLQJ IUDXG
HVSLRQDJH HWF 7KLV  SDSHU SUHVHQWV
VWUDWHILHV RQ KRZ WRROV XVHG IRU GR[LQJ FDQ
EH XVHG E\ RUJDQL]DWLRQV WR SURWHFW
WKHPVHOYHV IURP GR[LQJ DWWDFNV 7RROV VXFK
DV 0DOWHIR DV
LOOXVWUDWHGLQWKLVSDSHUZRUNRQEDVLVRIWU
DQVIRUPVZKLFKDUH XVHG IRU FROOHFWLQJ
LQIRUPDWLRQ 6DPH WUDQVIRUPV FDQ EH
FXVWRPLJHGDVSHUUHTXLUHPHQWVE\WKHRUJDQL]
DWLRQWRGR[LWV ~ RZQ  LQIRUPDWLRQ  DQG
LGHQWLI. DQG DQDO\JH WKH ZHDN OLQNV
6LPLODUO\ RWKHU WRROV XVHG WR GR[
LQIRUPDWLRQ FDQ DOVR EH LPSURYHG XSRQ DQG
FXVWRPLIHG LQ VXFK D PDQQHU WKDW
RUJDQL]DWLRQFDQPDNHLWVHOIDZDUHRIFRQILGHQ
WLDOLQIRUPDWLRQ
DYDLODEOHSXEOLFO\7KLVSDSHUIRFXVVHVRQODO
WHJIR&KORULQH
&EXWIXWXUHZRUNLQWKLVILHOGLVRSHQWRH[SOR
ULQJDOO RWKHU GR[LQJ WRROV DQG WKHLU
PRGXOHV OHDVXUHV WR KHOS
RUJDQL]DWLRQSURWHFWLWVHOITURPGR[LQJIDWWD
FNVFDQEHVWXGLHG
LQPRUHGHWDLO

50(5(1&(6
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/1%DO0*(ZDQ1&RXO*6RFLDOHQILQHHULQIJXVLQIRSHQVRXUFH
LQWHOOLJHQFHIDWKHULQJ'$YDLODEOHKWWSVUHSRVLWRU\
DEHUWD\DFXN

MVSXLELWVWUHDPKDQGOH%DOOB
8QGHUPLQLQIBSXWKRUBSGI"VHTXHQFH  LVSOORZHG \
/LQNV IRU GR[LQJ SHUVRQDO 26,17 SURILOLQJ IRRW SULQWLQJ
F\EHU VWDONLQI' $YDLODEOH
KWWSZZZLURQJHHNFRPLSKS"SDIH VHFXULW\
GR[LQJIRRWSULQWLQJF\EHUVWDONLQJ

, 1 IRUULV *0LWLIDWLQJ WKH HITHFWV RI GR[LQJ’

$YDLODEOH
KWWSZZZHFLLHGXZSFRQWHQWXSORDGV, | RUULVBOLWLIDWL
QI(ITH FWV2I'R[LQJSGI
6$SOL7+HUL\DQWR*%DFNWUDFN$VVXULQI6HFXULW\E\SHQHW
UDWLRQ WHVWLQJ' $YDLODEOH
KWWSVERRNVIRRJOHFDERRNV"LG

6RGY.10%JZ& SI37 08137 GT

OLPLWDWLRQVRIPDOWHI

R VRXUFH EO RWV 70L]%ESP VL]
(RVL);B*30E(=Y29&&K

L2J2Y RQHSDJH T OLPLWDWLRQVRIPDOWHJR 11IDOVH

3/XFLGHXV /DE IRU LQIRUPDWLRQ DERXW 'R[LQJ’ SYDLODEOH
KWWSOXFLGHXVWHFKEORJVSRWFDGR[LQIKWPO
%)LQJHUSULQWLQJ 2UJDQL]DWLRQV ZLWK &ROOHFWHG
SUFKLYHV)2&$’
$YDLODEOHKWWSVZZZHOHYHQSDWKVFRPODEVWRROVIRFD
LQGH[KWPO
16FDQWRRO$YDLODEOHKWWSQVFDQK\SHUPDUWQHW
560DWKHZV*$VWXG\RIGR[LQILWVVHFXULW\LPSOLFDWLRQVD
QG

PLWLIDWLRQ  VWUDWHILHV  IRU  RUJDQL]DWLRQV’
SYDLODEOH
KWWSLQIRVHFFRQFRUGLDDEFDILOHV5RQH\BODWKHZVSGI
00DU[*7KHH[WHQVLRQDQGFXVWRPL]DWLRQRIODOWHIRGDWD
PLQLQJ

HQYLURQPHQW LQWR DQWLSKLVKLQJ V\VWHP’ $SYDLODEOH
KWWSZZZFVUXDF]DUHVHDUFKJPGRZQORDGVWKHVLVSGI

WUDQVIRUPV' SYDLODEOH
KWWSZZZSDWHUYDFRPZHEGRFXPHQWDWLRQO*XLGH7U
DQVIRUPVSGI
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