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DFFHSWDEOH VHFXUH
VRIWZDUHV\VWHPLQDFRQYHQLHQWSODWIRUPLVQRW
XQUHDFKDEOH,QWKLV
SDSHUZHDWWHPSWWRDQDO\|JHVRIWZDUHGHYHORSPH
QWOLIHF\FOH6'/&
PRGHOV TURP WKH KDUGZDUH V\VWHPV DQG
FLUFXLWV SRLQW RI YLHZ TR
GDWHWKH6'/&PRGHOVSD\PHUHO\DWWHQWLRQWRWK
HVRIWZDUHVHFXULW\
IURPWKHVRIWZDUHSHUVSHFWLYHV,QWKLVSDSHUZHS
UHVHQWQHZIHDWXUHV IRU 6/& VWDIJHV WR
HPSKDVL]H WKH UROH RI V\VWHPV DQG FLUFXLWYV LQ
GHYHORSLQJVHFXUHVRIWZDUHV\VWHPWKURXJKWKH
VRIWZDUHGHYHORSPHQW
VWDJHVWKHSRLQWWKDWKDVQRWEHHQFRQVLGHUHG
SUHYLRXVO\LQWKH6'/&
PRGHOV

Keywords—6\VWHPV DQG FLUFXLWV VHFXULW\
VRIWZDUH VHFXULW\
VRIWZDUHSURFHVVHQILQHHULQIJ6'/&66'&

,,1752'8&7.21

+28*+VRIWZDUHHQILQHHULQJPHWKRGRORJLHVKDY
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FKDOOHQJLQJ UHVHDUFK DUHD LQ WKH SDVW
\HDUV WKH LPSURYHPHQW RQ VRIWZDUH SURFHVV
HQIJLQHHULQJ PHWKRGV VWLOO
7KHFKLHILPSRUWDQFHRIWKLVUHVHDUFKLVWRL
QFOXGHV\VWHPV DQG FLUFXLWV VHFXULW\
SHUVSHFWLYHV LQWR WKH 6'/& PRGHO LQ
RUGHUWRGHYHORSVHFXUHVRIWZDUHV\VWHPV'HY
HORSLQJVHFXUH
VRIWZDUHV\VWHPVLQYROYHVDFRQFUHWHDWWHQ
WLRQWRWKHVHFXULW\
LVVXHVLQWKHKDUGZDUHV\VWHPZKLFKWKHGHYH
ORSLQIVRIWZDUH ZLOO UXQ RQ LW 7KHUHE\
FRQVLGHULQJ WKH KDUGZDUH VHFXULW\
LVVXHVGXULQIWKH6'/&LVDYLWDOQHHGIRUWKHVH
FXUHVRIWZDUH GHYHORSPHQW
,QWKLVSDSHULQ6HFWLRQ,,ZHVXPPDUL]JHWKHF\E
HUVHFXULW\ UHTXLUHPHQWV ,Q 6HFWLRQ ., ZH
VWXG\ WRGD\(V ZRUOG F\EHU
VHFXULW\VLWXDWLRQ,Q6HFWLRQ,9ZHKDYHDVXUY
H\RQ6'/&
PRGHOVDQGWKHLUFKDUDFWHULVWLFV,Q6HFWLRQ
9ZHVXPPDUL]H WKH KDUGZDUH
YXOQHUDELOLWLHV DQG WKHLU HIHFWV RQ

VRIWZDUH
VA\VWHPV,Q6HFWLRQ9,ZHSUHVHQWIHDWXUHVIRUG6"/
&EDVHG
RQVWWHPVDQGFLUFXLWVSHUVSHFWLYHVDQGWK
HUROHVRIWKHPRQ
VRIWZDUHGHYHORSPHQWVWDJHVGXULQIJ6'/&

OLU 6KDKULDU (PDPL LV ZLWK WKH )DFXOW\ RI
(QILQHHULQJ &RPSXWHU (QJLQHHULQJ 'HSDUWPHQW ,VODPLF
$]DG 8QLYHUVLW\SRXGHKHQ %UDQFK
SRXGHKHQ7HKUDQ,UDQHPDLOPVKHPDPL#ULDXDFLU
 &<%(56(&85,7<5(48,5(0(176

2QH FRPPRQ VHQWLPHQW DFURVV WKH FXUUHQW
UHVHDUFKHV RQ F\EHU VHFXULW\ LV WKH QHHG WR
GLVWLQJXLVK ~WKH UROH RI  VHFXULW\
UHTXLUHPHQWVDUHDV7KHVHVHFXULW\UHTXLUHP
HQWVFRQVLVWRIWKH IROORZLQILVVXHV
x,QIRUPDWLRQ6HFXULW\

X6RIWZDUH6HFXULW\

Xx1HWZRUN6HFXULW\

x+DUGZDUH6HFXULW\
x2UJDQL]DWLRQ6HFXULW\
x9XOQHUDELOLW\$VVHVVPHQW
x,QGHSHQGHQW9HULILFDWLRQS$FWLYLWLHV
x7KUHDW$QDO\VLV

,QWKLVSDSHUWKHPXWXDOUHODWLRQEHWZHHQ
KDUGZDUHVHFXULW\
FRQFHSWVDQGVHFXUHVRIWZDUHGHYHORSPHQWK
DVEHHQVWXGLHG,Q IDFW FRQVLGHULQJ
KDUGZDUH VHFXULW\ LVVXHV LQ VRIWZDUH
GHYHORSPHQWVWDJHVOHWVRIWZDUHGHYHORSHU
VWRGHYHORSVHFXUH
SODWIRUPVWRHQVXUHWKHDFFHSWDEOHOHYHOIR
UF\EHUVHFXULW\7KLV
DOVRFDQOHDGWKHKDUGZDUHGHVLIQHUVWRLQFO
XGHQHZVHFXULW\
HOHPHQWVDQGIHDWXUHVIRUWKHLUQHZSURGXFW
V7KHSURFHVVRI
PDQXIDFWXULQJFDQEHFDWHJRUL]JHGLQVHYHUDOO
HYHOVDV X
%R[/HYHO'HY HORSLQJDVHFXUHFRPSXWHU X
%RDUG/HYHOODQXIDFWXULQJVHFXUHDSSOLDQFHV
x &RPSRQHQWYV /HYHO 'HVLIQLQJ VHFXUH FKLSV
SURFHVVRUV PHPRULHV DQG RIIFKLS DQG RQFKLS
FRPPXQLFDWLRQ

FLUFXLWVDQGQHWZRUNV

ODQXIDFWXULQJ RI VXFK QHZ KDUGZDUH
HOHPHQWYV FDQ JXDUDQWHH WKH VHFXULW\ RI
WKH IXWXUH VRIWZDUH GHYHORSPHQW V\VWHPV
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0, T2'S<G6&<%(56(&85,7<6,7887,21 HQYLURQPHQWVUDWKHUWKDQVHFXUHWKHPDIWH
7KLVILJXUHVKRZVDWRWDOQXPEHURIQHDUF\EHU =~ UWKHLUGHYHORSPHQW

3+35 HPRWH)LOH,QFOXGH /,QMHFWLRQ$WWDFN HUYHUG6LGH+773$WWDFNV
SWWDFN

,96'/&02'(/6 NHGIURPWKH
06<67(0681'&.5&8.766(&85.7<3(563(&7.9(6 VRXUFHRIGDWDE\SK\VLFDOUHDGLQJRIWKHSHUPDQ
HQWPHPRU\

HVSLWH WKH IDFW WKDW LPSOHPHQWLQI WKH  pyip (yHHOFU\SWLRQ7DEOH, VKRZVWKHKDUGZDUH

VHFXULWA LQWR WKH ¥ OQHUDELOLWLHV DQGWKHLURULJLQV
KDUGZDUHDUFKLWHFWXUHKDVEHHQWKHNH\VFRS

HRIWKHKDUGZDUH "
UHVHDUFKHVZKLFKFDQEHXVHGWRIXDUDQWHHW 15555558 T (55976
KHF\EHUVHFXULW\ ,WHP 6\VWHP3UREOHP 2ULJLQ
WKLQNLQJRIVXFKKDUGZDUHZKLFKFDQEHUHOHDV

HGGXULOIWKH (S)EI?LFLRXVSURJUDPPLQJRJV\VWHP)ODVK JLUPZDUH
6'/&WRLPSURYHWKHF\EHUVHFXULW\LVPXFKPRUHLP &DXVHWKH6\W WHPWR2XWSXWLQFRUU +DUGZDUH
SRUWDQW HFWGDWD
$VDPDWWHURIIDFWVRIWZDUHV\VWHPVKDYHEHHQ &UHDWLOJURQISRUWRUSGGUHVY  +DUGZDUHGRIW
PDQLIHVWLQJ ZDUH
WKHPVHOYHVLQDQXPEHURILPSURYLQJDQGQHZKD &KDQJILQIWKH6\WWWHP,QWHUQDO7LPL +DUGZDUH
UGZDUHEDVHG QJ
IXQFWLRQVDQGVHUYLFHV+RZHYHUSUHYLRXV6'/& 'LVDEOLQJWKH6\VWHP&ORFN +DUGZDUH
DSSURDFKHV KDYH OHVV DWWHQWLRQ LQ WHUPV 'LVDEOLQJWKH6\VWHP%XV +DUGZDUH
RI  KDUGZDUH  YXOQHUDELOLWLHV  DQG JRUFLQI6WUHVV)DFWRUV DUGZDUH

WKHLUWHUULEOHHIIHFWVRQVRIWZDUHV\VWHPY, 3K\VLFDO5SHDGLQJRI3HUPDQHQWOHPRU +DUGZDUH
QWKLVVHQVHPRUH VWXGLHV DERXW WKRVH DUH | py

LQ D KLJK LPSRUWDQFH 7R GDWH LQ VRIWZDUH  gRrQvXPSWLRQDQG(OHFWURPDJQHWLF5D +DUGZDUH6RIW

V\VWHP GHYHORSPHQW WKH HPSOR\HG KDUGZDUH  GLDWLRQV ZDUH

ZDV FRQVLGHUHG DWWDFNIUHH DQG VDIH HQRXJK $GGLQJ(WUD&RQQHFWLRQV +DUGZDUH
EXW WKH SUHYLRXV SUDFWLFHV VKRZHG WKDW $VLQI([WHUQDO +DUGZDUH6RTW
KDUGZDUH LV DV YXOQHUDEOH DV VRIWZDUH 7KLV 0DVV6WRUDJH'HYLFHV ZDUH

PHDQV WKDW KDUGZDUH FLUFXLW ,QIRUPDWLRQ/HDNDJH +DUGZDUH6RIW
YXOQHUDELOLWLHV  DUH  SRVVLEOH  DQG ZDUH
WHUULEOH ,Q IDFW KDUPIXO ORJLFV ZKLFK FDXVH ORGLILQJ,QWHUQDO&KLUFXLW6WUXF +DUGZDUH
V\VWHP WXUHV
SUREOHPVFDQEHHPEHGGHGZLWKLQWKHKDUGZDU 9,352326('66"/&)($785(6
HGHVLIQVLPLODU WR VRIWZDUH YLUXVHV DQG VvV ZH PHQWLRQHG LQ 6HFWLRQ ,9 QRQH RI WKH
7URMDQV ZKLFK EULQJ DERXW VRIWZDUH V\VWHP FXUUHQW DQG WUDGLWLRQDO6'/&

VHFXULW\  YXOQHUDELOLWLHV  7KRXJK ~WKH PRGHOVKDYHDQ\DWWHQWLRQWRWKHKDUGZDUH
GHYHORSPHQWYV RI HQFU\SWLRQ WHFKQRORILHV  LVVXHV GXULQJ WKH VRIWZDUH GHYHORSPHQW ,Q

LQFUHDVH WKH  VHFXULW\ RI VRIWZDUH 6HFWLRQ 9 ZH
V\WWHPVWKHUHDUHVHYHUDOVHFXULW\DWWDFN  FODULILHGWKHKDUGZDUHFLUFXLWYXOQHUDELOL
VZKLFKFDQHQGDQJHU WLHVDQGWKHHITHFWRI WKRVH RQ VRIWZDUH

WKHVRIWZDUHV\VWHP)RUH[DPSOHGDWDPD\EHOHD WV\WVWHPV 1RZ ZH DUH JRLQJ WR FRQVLGHU
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KDUGZDUH FLUFXLWVY LVVXHV GXULQJ WKH
VRIWZDUH GHYHORSPHQW
SURFHVVEXWEHIRUHWKDWOHWXVFDOOWKHPDLQ
VWDJHVRIVHFXUH
VRIWZDUHGHYHORSPHQWOLIHF\FOH66'/&DV8566568$'
6
DQG"6,Q7DEOH,,,ZHSUHVHQWQHZIHDWXUHVIRUHDF
KVWDIJH RI66'/&
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,Q856ZHDWWHPSWWRILQGRXWWKHXVHUUHTXLU
HPHQWV:KLOH
ZHDUHWU\LQJWRUHFRJQL]JHWKHIXWXUHHQGXVHU
VZHFDQWKLQNRI
WKHNLQGRIKDUGZDUHZKLFKWKH\ZLOOXVHRUZHF
DQWKLQNDERXW
WKHLUNQRZOHGIJHDERXWWKHKDUGZDUHFLUFXLW
VDQGV\VWHPV:H
FDQORRNDWWKHUROHVLQWKHRUJDQL]DWLRQDOF
KDUWPRUHSUHFLVHO\
IRFXVLQJIRQWKHLUH[SHULHQFHVDERXWKDUGZDU
HDQGPDNHVRPH TXHVWLRQV DERXW WKHP )RU
H[DPSOH ZH FDQ DVN RXUVHOYHYV LI
WKH\FDQSURJUDPWKH)ODVKSRPRID3&RUZKRFDQFD
XVHWKH V\VWHP WR RXWSXW LQFRUUHFW GDWD
RU ZKR FDQ SUREDEO\ FUHDWH
ZURQJSRUWRUKDUGZDUHDGGUHVVLQVLGHWKHRU
JDQL]DWLRQ

,Q656ZHDQDO\JHWKHV\VWHPUHTXLUHPHQWV:HFD
QWKLQNRI
WKHEHVWSODWIRUPIRUWKHGHYHORSLQJVRIWZDU
HV\VWHPDQGZH
FDQFRQVLGHUKDUGZDUHYXOQHUDELOLWLHVLQW
KDWSODWIRUP:HFDQ
PDNHTXHVWLRQVDJDLQ,IWKHV\VWHPLQWHUQDOW
LPLQJFKDQJHVE\
DKDUGZDUHDWWDFNHUZKDWZRXOGEHWKHHITHF
WVRIWKDWRQWKH VRIWZDUH V\VWHP RU LI WKH
KDUGZDUH  FLUFXLWV  VXVWDLQ  IRUFLQJ

VWUHVVIDFWRUVOLNHWHPSHUDWXUHYROWDJHJO
LWFKHVOLJKWODVHUDQG
SDUWLFOHVZKDWNLQGRILQIRUPDWLRQOHDNDJHP
D\EHRFFXUUHG DQG ZKHWKHU WKLV LQIRUPDWLRQ

FRXOG EH KDUPIXO IRU VRIWZDUH
VA\VWHPV,QWKLVVWDJHZHFDQDOVRWKLQNRIH[WH
UQDOPHGLD)RU
H[DPSOHLIWKHVRIWZDUHV\VWHPZLOOXVHVPDUWF
DUGVZHFDQ
WKLQNRIVPDUWFDUGSK\VLFDODWWDFNVOLNHPRG
LINLQJWKHPDWHULDO
RIWKHVLOLFRQSDUWRILWVPLFURFKLSRUFXWWLQJ
WKHLQWHUQDOZLUHV

LQRUGHUWRGLVFRQQHFWWKHVHQVRUV,IWKHVHK
DSSHQZHVKRXOG
ILQGWKHSUREDEOHHITHFWVRIVXFKNLQGRIDWWDF
NVRQWKHVRIWZDUH
VA\VWHPDQGWKHZD\VWKDWZHFDQSURWHFWWKHV
LGHHIIHFWRIVXFK NLQGRIDWWDFNV

,Q $'6 ZKLFK VRIWZDUH HQJLQHHUV WR EULQJ

XVHUVY
SHUVSHFWLYHVLQWRWKHVRIWZDUHDUFKLWHFWX
UHLWFDQEHVDLGWKDW VRIWZDUH
DUFKLWHFWXUH UHODWHV  GLUHFWO\ WR
KDUGZDUH VWUXFWXUH

+HQFHDQ\FLUFXLWYXOQHUDELOLW\FDQDIIHFWGLU
HFWO\RQVRIWZDUH DUFKLWHFWXUH ,Q WKLV
VWDJH ZH FDQ WKLQN RI KDUGZDUH
UHTXLUHPHQWVRIWKHHPSOR\HGVRIWZDUHDUFKL
WHFWXUHDQGWKHLU YXOQHUDELOLWLHV LQ WKH
WLPH ZH DWWHPSW WR GHYHORS FRQYHQLHQW
VRIWZDUHDUFKLWHFWXUHIRURXUV\VWHP
,Q"6WKHVRIWZDUHV\VWHPLVGHYHORSHGLQGHW
DLOV,QWKLV
VWDJHZHFDQWKLQNRIIRUPVRIGLVSOD\LQJWKHLQI
RUPDWLRQLI DQ\ LQIRUPDWLRQ OHDNDJH RFFXUV
7KLV PHDQV ZKHWKHU WKH
DWWDFNHUVFDQVHHWKHOHDNHGLQIRUPDWLRQW
KURXJKWKHZHESDJH
ZKLFKZHDUHGHVLIQLQJQRZRUZKHWKHUWKH\XVH
DQH[WHUQDO
KDUGZDUHIRUUHDGLQJWKHLQIRUPDWLRQOHDNDJ
HDQGWKHNLQGRI
SRUWVWKDWWKHVHDWWDFNHUVPD\H[SORLWIRUU
HWULHYLQJWKHOHDNHG
LQIRUPDWLRQ

9,,821&/86,216$1')8785(:25.6

,QWKLVSDSHUDEULHIORRNRQFXUUHQW6'/&PRGH
OVKDVEHHQ
GRQHDQGZHIRXQGWKDWSUHYLRXVDQGWUDGLWL
RQDO6/&PRGHOV
GRQRWSD\DWWHQWLRQWRWKHV\VWHPVDQGFLUF
XLWVIYXOQHUDELOLWLHV
GXULQJWKHVRIWZDUHGHYHORSPHQWVWDJHVS$OW
KRXJKGHYHORSLQJ
DIXOO\VHFXUHVRIWZDUHV\VWHPLVQRWSRVVLEOH
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FRQVLGHULQJWKH KDUGZDUH VHFXULW\ LVVXHV
GXULQJ WKH VRIWZDUH VA\VWHP GHYHORSPHQW

LQFUHDVHV WKH VRIWZDUH VA\VWHP
DFFHSWDELOLW\ LQ
WHUPVRIVHFXULW\LVVXHV,QWKLVSDSHUZHZHUHV
XFFHVVIXOWR

SURSRVHQHZIHDWXUHVIRUWKH66'/&PRGHOEDVHGR
QKDUGZDUH YXOQHUDELOLWLHV 7KLV HQDEOHV
VHFXUH VRIWZDUH VA\VWHP GHYHORSPHQW ,Q RXU
IXWXUH ZRUN ZH DWWHPSW WR SUHVHQW DQ 66'/&
PRGHO ZKLFK LQFOXGHV V\VWHPV DQG FLUFXLWV
VHFXULW\ LVVXHVGXULQJHDFKRIWKH66'/&VWDJHV

50(5(1&(6

THDPV SDWLRQDO 6RIWZDUH &RUSRUDWLRQ
7771 EPFRPGHYHORSHUZRUNVUDWLRQDO

0LU 6KDKULDU (PDPL LV $VVLVWDQW 3URIHVVRU6HQLRU
/HFWXUHU DW 5,88 8QLYHUVLW\ DQG DQ LQYLWHG SURIHVVRU
DW 65%$8 SQLYHUVLW\ LQ ,UDQ DQG DQ DFWLYH
UHVHDUFKHU DQG HQWUHSUHQHXU LQ (OLWHV 7HFKQRORJ\

,QFXEDWRU DW 3DUGLV
7HFKQRORN3DUN373LQ3DUGLV,UDQ+HLVSRVWGRFIHOORZDQG
DFRPSXWHU

VFLHQFHUHVHDUFKHULQWKHILHOGRIPXOWLPHGLDVHFXUL
W\DQGDNH\QRWHVSHDNHU LQ WKH ILHOG RI FORXG
FRPSXWLQJ LQ WKH IDWLRQDO &RQIHUHQFH RQ
,QWHUGLVFLSOLQDU\  SHVHDUFKHV  LQ  &RPSXWHU
(OHFWURQLFV OHFKDQLFDO DQG
OHFKDWURQLF(QJLQHHULQJ,5&(0LQ,UDQ+LVFXUUHQWUHVHD
UFKLVDERXW GLJLWDO LPDJH ZDWHUPDUNLQJ DOJRULWKPV
IRU GLJLWDO DVVHW DXWKHQWLFDWLRQ RZQHUVKLS
LGHQWLILFDWLRQ DQG FRS\ULJKW SURWHFWLRQ +H LV DOVR
LQWHUHVWHG LQ VHFXUH VRIWZDUH GHYHORSPHQW ,Q
DGGLWLRQ KH LV LQWHUHVWHG LQ TXDQWXP
FRPSXWLQJDQGTXDQWXPDOJRULWKPV)RUPRUHLQIRUPDWLR
QDERXWWKLVDXWKRU
WKHVLWHZZZPLUVKDKULDUHPDPLFRPLVDYDLODEOH
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